‘ [ ‘ CS Workflows and screen grabs

C9 Online Card Processing

SOFTWARE

1 Overview

Outline end user experience for card processing with tillpay; from point of view of
dealership clients and staff at dealership.

Secure card processing is concerned with minimising chargeback risks for dealerships
through better card handling hygiene. Principals

Dealers and staff never need to know what a card number is

Where cards are provided by customers they are validated using 3d secure or
similar mechanisms

Components of this:

Web order : customer inputs card as a once off

o Card input on web

o Card processing from c9 once order arrives

Web order : customer inputs card and flags that it can be reused
o Card input on web

o Card processing from c9 once order arrives

Non web order : ability to request customer to input their card no in and bill it
later

1.1 Version History

C9 Software

v4 Jan 2025 : added initial section of fraud and chargeback risk
v3 july 2024

o Include some more details on how to reconcile tillpay. Targeting dealers who
do not use c9 for bank rec

v2 July 2024

o Outline capture on website option

o update reconciliation to describe clearing gl codes
o outline process for handling cancelled orders

V1 Nov 2023 : initial draft
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2 Fraud and Charge Back risk

Important : payment gateways like till provide enhanced fraud protection but there
remain fraud risks where chargebacks can still happen

The main mechanism for moving liability of fraud from you to the banks is called 3D
secure : which is where additional verification of identity happens as part of checkout.
Liability only moves it 3D secure successfully happens.

Normally when 3D secure fails the whole txn fails, but there are some narrow
circumstances where 3D secure fails but the transaction happens anyway. The banks
have allowed a txn that has failed security checks but you as the merchant are still at
risk.

C9 will present these txns to you but you need to assess if you want to fill those
transactions or not. Such a transaction will show a 3D secure result in c9 highlighted in
red. If you do not know / trust the customer it is recommended you cancel the order or
at a minimum contact the customer and request further proof of identity.

For example:

ﬁ TillPay Payment Processing B
Order Details

Txn D: 4chB899carBE5d0d1 &1 Bf
M ame: AMDREW BARNHANM

Contact andrew.bamham@gmail. com
04222064974
Payment:  WISA

|zsLEr: PMORGAN CHASE BANE M.A. (United States)
VT O jza: 3DS Eror/Failure

Criginal Amount; 10.15 Faw Besult

In above c9 has highlighted a 3DS failure result.

It has also highlighted the issuer. Issuers overseas will be highlighted in c9 as a possible
indicator of suspicious transactions.
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By default c9 websites are configured to handle 3D Secure optionally. You can request
us to configure your c9 website so that only 3D secure transactions can proceed; making
3D secure mandatory. This can generate false positives although and may result in
missed sales.

Note that for recurring transactions (more below), c9 will force mandatory 3D secure
verification.

Basic Web order workflow

3.1

Customer initiates order

On checkout screen, credit card input looks similar to this:

Payment by Credit Card

[JMemorize my card details for future payments

Enter Card Details via Secure Gateway

Customer hits the checkbox to memorise the card if you wish then clicks on Enter Card
details

This redirects them to tillpay where they input card details. Like so:
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Payment Summary

Order:  Test Motorcycles #253073

Total:  249.95 AUD

Payment Details

Fields marked with * are mandatory

First Name* | ANDREW |

Last Name* | BARNHAM |

Credit Card Number* |4m 1111111 1117 | VISA @

Expiration Date* |11 v| | 2023 v|

e | 100

h
Push on and close the order as normal. Note you can see that c9 is able to access some
of details of the card used, but not the full card:

‘ Change ‘ Payment

Method Credit Card
Type VisA

Card Holder ANDREW BARNHAM
Card No i Bl G

Expiry Date 11/2023

Place Order
e orer | .

3.2 Weborder processing in c9

Weborder processing in ¢9 looks very similar to paypal. Instead of paypal order
platform shows as tillpay
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Payment: tillpay
Freight: Express Post

Foiioin i

As you process payment it works like paypal, it wants all money upfront to secure the
preauthorisation:

Payment method locks to tillpay:
<] 8|

Specify Payment Method for $89.95
POS Sale

Cash

EFT / Card
Chegue
Direct Deposit
Credit Card
Capped Price Service

DOT Service Fee

Till Payments ‘m

As you press on you will see a screen very similar to paypal. Click on ok to apply
captures and secure money then press on as usual.

Initial:
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n TillPay Payment Processing
Order Details
Tan ID: 4503524 20fbc0e08395b
Mame: “ANDREW BARMHAM
Contact andrew.bamham®gmail.com
0422 206 974
Payment.  VISA
“““ 0108
30 Secure: Visa: 3DS Secured OK
Original Amount: 176.50
Raw Result
TN ID | Date | Time | Type | Status | Amount |
-l J T
| Raw Subbm Result | TOTAL Captured So Far: 0.00
Required Amount: 89.95
ADD: g9.95
Final Operation (cloze order
IManual Refresh [ Apply ] l Cancel J

Apply to capture:

n TillPay Payment Processing

Order Details

Txn 1D: 450352420fbc0e08393b
Mame: “ANDREW BARNHANM

Contact andrew.bamham@agmail. com
0422 206 974

Payment:  VISA

3D Secure: Visa: 3DS Secured OK
Original Amount: 176.50

Faw Result

T*N ID | Date | Time | Type

4543fb05af6fd0 6.1 4:01:45PL CAPTURE

Apply again to press on.

C9 Software
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4 Recurring payment processing

4.1 Recurring payments Setup during checkout

When operator selects recurring payment. Then we see this on initial sync screen:

—

Secure Token:  {"uuid":"ff07b1424945fd51b049". .| 7 |5 | Securs Token {"uuid": "64eal74dfb9574ch932t ?

| Copy All Details || Peset Customer Detail Changes | | Fl0=SavekContinue || Cancel/Close |

A secure token is a way we track cards without tracking card details for future txns.

Normal card processing there isn’t a token, but when user selects recurring then one will
be created.

The token on the left is new token coming in, the one on the right happens to be one on
file already. For first token, there will be no token on right.

When you merge the token on order will be default update token on file, removing past
token if any.

Press the ? Button to see raw details about the token. Generally don’t need to do this and
information isn’t designed to be easily read but it is there if needed.

Details 1

Key | Value
|- transactionStatus SUCCESS
- success true
- uuid ff07b14a4945fd51b045
- merchantTransactionld c9 251835 653b0fa9ab206
- purchazeld 20231027-ff07b1 424 945Fd51 b 049
- transactionType PREAUTHORIZE
- paymenthethod Creditcard
- amount 1275
- curmency AUD
H= customer
I firstName " ANDREW
- lastName BARMNHAM
- biling&Address1 206 gladstone st
I bilingAddress2
I billingCity mt pleazant
I bilingPostcode 3350
- bilingState Wic
I bilingPhone 0422 206 974
- email andrew.bamham@gmail.com
- emailVerfied true
L ipAddress 14.201.93.38
L] retumD ata
~ _TYPE cardD ata
- type viza
- cardHolder “ANDREW BARNHANM
- expiryllonth 10
I expiryTear 2023
- binDigits 41111111
- firstSixDigitz 4111
I lastFourDigits LY
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4.2 Using a token
You can use a token in spares point of sale like so.

When you pick a customer with a token c9 will offer an option on payment methods to
use it. Like so:

7] [X]
Specify Payment Method for $5.00

POS Sale

Cash

‘ EFT/ Card ‘

Cheque
Direct Deposit
Credit Card
Capped Price Service

DOT Service Fee

Tillpay - MOTO

Bank

This only appears in point of sale when you select a customer, as a receipt sale, and that
customer has a valid secure token.

Press on and you’ll see some screens telling you what is going on.
ﬁ TillPay Txn B

Tillpay Card Not Present Txn

Holder ANDREW BARNHAM
Brand MASTERCARD
Card ™4444

Expiry 11/2023

MNew Amount to Debit: 500

Continue l CanceIJ
.
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4.3

|

ﬁ TillPay Screen Receipt

Tillpay Receipt - Success

Ref: 3b072122b86130b7f7ad
Status SUCCESS

Type: DEBIT
IWethod: Creditcard

Holder ANDREW BARNHANM
Brand MASTERCARD
Card ™*-4444

Expiry 11/2023

Lo

Requesting a Customer to provide card details

In view contact, details tab : two buttons for token.
Secure Credit Card Token

Details

|| BequestCard |

Details gets current token details

{"uuid": "e23e001(f72453e58c97", "platfo

Request card generates a new token request

Request screen once you press on:

REquest Token

Code:

Mame:

Securely get Credit Card from your customer

BARAB
ANDREW BARNHANM

Send the following web address to your customer to capture their credit card

Copy to clipboard J I Send as SM3 J I Send as Email

https: //cOsoftware. com. au/bikeshop//dev/tillpay/regiscer/8207/adad4775a-5c56-4c23-bfcs-_ _ .

J " Close

Send them the address shown and they can input their card into your website

C9 Software
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Send sms/email are convenience buttons to send them an alert for address

Subject: Credit Card Reqistration for Dev Motorcycles

B ody:

Hi Andrew 3
Az dizcuzzed input your card detailz into our secure website:

httpz: /fcBzsoftware. com. ausbikeshop/dev/tillpay/reqister /8207 adad 77
5a-5cH6-4c23-bfch-dd8aiblftese

Thanksz Dev Motorcycles

[ Select Meszage Template J [ Send ]l Cancel J

The website the customer will goto:

Register Your Credit Card

Code BARAG

Name ANDREW BARNHAM

Email andrew.barnham@gmail.com
Phone 0422 206 974

Status Not Yet Registered

Goto Secure site to input card

They will follow the link and input card.
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Card Details

Fields marked with * are mandatory

First Name* ‘ ANDREW ‘

Last Name* ‘ BARNHAM ‘

Credit Card Number* ‘4111 1111 1111 1111 ‘ VISA @

Expiration Date* ‘11 v‘ ‘ 2023 v‘

cvcicvv* 200

Your card will not be charged, it will however be validated before being added

to our system

They will finally see:
Register Your Credit Card
Code BARAG
Name ANDREW BARNHAM
Email andrew.barnham@gmail.com
Phone 0422 206 974
Status SUCCESS
Card Faks 1111
Expiry 11/2023

(3

You can now use the token in c9 via tillpay — moto payment method shown above

4.4 Weborder recurring card

Finally, when customer logs into website and does a checkout, if they have a valid
secure token on file c9 will let them use that. It functionally works same as prior
existing card option : c9 doesn’t capture more details. Once in c9 you use tillpay — moto
to processes
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Use Existing Credit Card

Card Holder ANDREW BARNHAM
Existing Card  ****-4444

Expiry Date 11/2023

Configuration

5.1

C9 Software

Capture Mode

The default mode when setting up tillpay online processing is to delay capture of funds
until order is processed in c9.

There are some issues with this approach, firstly it doesn’t align with typical user e-
commerce experience where when buying stuff online your card is debited immediately.
It also creates some issues with cards near or on their limit and you attempt to capture
more than what was previously pre-authorised.

The recommendation is instead capture at website checkout as part of checkout. To
configure this, Setup — Main setup screen. Goto EFTPOS / Paypal and configure
tillpay terminal config.

iy Application Setup

r_ ErintersYGeneralYEparesYSpares EYWurkshopYWorkshnp EYTimesheetYC_u

r_Pa'grments TDepus'rts _T_EFTPDS I Paypal TDrdering TFreight TNetwurking |

|f Motifications EYDaily WbrkshquDaily Followup :mherYEmail Body TemplatesYs_u
Integrated EFTPOS (this terminal only)

[_J Mo Irtegrated EFTPOS @ PC-EFTROS ) Tyro Payments () Tillpaymer

PC EFTPOS Config J l Tillpayments Terminal Config J

Card not present / websales configuration

[ Paypal Configuration | | Till Payments Gateway Configuration |

Toggle the option for pre-capture to Capture on website. Highlighted below. Make sure
you click on ‘ok’ in main screen for this change to save:
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ﬁ Tillpay Setup

(|| Till Payments Irfagalim
Platform:  (#) Sandbox / Testing () Live

Uzername: 9 Software APl Dew
Pazsword: | DWF240be

APl Key WEFFFp.
Secret: m

Pre-Capture

@ Capture funds in 9 only, once order iz reviewed

() Capture on website : WARNING CANNOT EASILY FIx INCORRECT ORDERS

i~

6 Back office — reconciliation etc

6.1 General Ledger structure

C9 uses two codes to manage tillpayments processing. One is to log capture of funds
via tillpay and the other is log usage of those funds to pay for txns, log deposits on
orders etc.

Two codes are
1-1041-0002 : Till Payments
1-1410-0002 : Till payments clearing

When a txn for say $100 is logged from tillpay, c9 will create the following posting:

Code DR CR
1-1041-0002 : Till Payments 100
1-1410-0002 : Till payments clearing 100

When that money is applied, e.g. to fund a sale , the clearing code is DR’d bringing
clearing back to zero.
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Code DR CR

4-1100 : spares sales 90.91
2-2200 : GST Collected 9.09
1-1410-0002 : Till payments clearing 100

6.2 Reconciling received funds from Tillpay

As above tillpay online txns txns , both preautorised txns and txns involving previously
stored secure tokens all sync to new GL code 1-1041-0002

- Chart of Accounts B
Chart of Accounts ]
Code | Description | Leck | Open Bal | DR | ..| Change | Close Bal |
1-1041-0001 Paypal $578.50 357850 |4
L 1-1041-0002 Till Payments $431.35  $396.90

You can access bank reconciliation via business — Cash rec

Pick Gateway Ins - ??? then pick Tillpay

6.2.1 Main reconcile screen

You will be presented with a screen showing tillpay takings like so. Put in date range
you are reconciling. e.g. for single day:

Reconcile Right Up until: Reconcile From:

() Right row: 23724
@ Up until Specific Date/Time: | 24.7.24
| | Date | Time | RecStat | Tun Details | Line Details | In | Out | Adijust | Total | Ce

31.7.24 8:09:02AM

25.7.2412:29:28PM Synchranize 10.15 286.94
24.7.241 2:44:14PM Synchronize 89.86 276.79
24.7.2412:23:44PM Synchronize 1334 366,65

24.7.2412:23:35PM Synchronize 126.50 379.99
24.7.241216:57PM Synchronize 240.15 253.49
24.7.2412:01:09PM Synchtonize 0.0 1334

24.7.2412:00:23PM

It will show txns that require reconciliation since last reconcile. You cross check these
txns against what tillpay report shows to make sure they align. Double clicking and / or
changing dates on txns so they all align using tools in this screen

e.g.

| | Date | Time | RecStat | Tan Details | Line Details

| In | Out | Adjust | Total | Cc

31.7.24 9:09:028M Synchionize 1
25.7.2412:29:28PM Synchronize 10.15 60.13
24.7.241 2:44:14PM Synchronize 89.86 49.98
24.7.2412:23:44P1 Synchionize 13.34 139.84
24.7.2412:23:35PM Synchronize 126.50

24.7.24|2:16:57P 1
24.7.2412:01:09PM
24.7.2412:00:23PM

Synchionize 240.15 13.34
Synchronize
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6.2.2 Input settlement

The total should tally to what tillpay settle to you. To record the settlement select

Other misc and select transfer to bank. Key in the amount received into your bank.

iy Record Transaction - Till Payments @m

Origin: Till Payments
GL Balance: $276.79

Txn Type | Transaction Type | GL Bal |
Tranzfer to Caszh 2281655 | &
Tranzfer to EFT / Card 133.42
Transfer to Cheque
Tranzfer to Direct Deposit -1,241.41
Tranzfer to Credit Card 18.57

Tranzfer to Capped Price P
Tranzfer to DOT Service Fee
Tranzfer to CBA [Main Account

Tranzfer to EFT LINKED BAME TEST 39.221.08
Tranzfer to & Mew Bank

Tranzfer to BAS Loan 1050170
Pay other shop who uzed our giftcard|s) 30.00 ¥

“rom Acecount:  Till Payments
Tobfccount:  CBA Main Account
Tax Code: NJ/&

Smount; 163.63
late: 24724
ime: 7-00:00P

~omment Settlement

6.2.3  Verify and save

With settlement logged the tillpay gl code should close at zero. Once this is confirmed
press save to save the reconciliation.

| | Date | Time | RecStat | Tun Details | Line Details | In | Out | Adjust | Tatal |
31.7.24 9:09:024M Synchronize 167.50 17765
25.7.2412.29.28PM Synchionize 10.15 10.15

24.7.24 7:00:00PM Till Operation
24.7.2412:44:14PM Synchronize

247 2412:23:44P1 Synchionize 1334 25349
247 2412:23:35PI Synchionize 126.50 253 49
24.7.241216:57PM Synchronize 240.15 253.49
24.7.2412:01:09PM i

24.7.2412:00:23PM
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6.3 Reconciling received funds to applied txns

The existing business — reports — deposits held report can be used to give you a list of
all tillpay txns where funds capture and funds allocation is non zero. Use this to verify
periodically captured funds are appropriately used

ﬁ Woarkshop Profit Report - Grouping B

® Current Deposits

e

U Deposits as of start of: 6.202-

DepositTypes
QO All

(_ Custorner Deposits

( Giftcards / Vouchers

O Unit Deals

U Spares

L Workshop

(&) Weborder Funds Capture

6.4 Cancelling a received order

If you need to cancel an order in business — website — orders there is an additional
step beyond ‘cancel’ that needs to be performed to signal to tillpay that the order is
cancelled.

Highlight the order and click on the button manual paypal.
You need to do two things.
1) the total captured must equal total applied.

2) make sure ‘Final operation’ is selected.

For step 1 one above, you need to key in the applied amount less the captured amount.
So if captured is 100 and applied is 25 you need to key in -75 to refund the excess
captured amount.

Be very careful to input the correct amount. An error here cannot be undone.
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6.4.1

6.4.2

6.4.3

C9 Software

Example , no capture on website regime.

With a web order where there is no onsite capture, a cancelled order will typically have
captured and applied both 0. So finalize amount is 0.

Automating cancellation

In latest verrsions of c9, cancelling an order automatically pops tillpay screen ready to
perform refund / void simplying above process.

Payment: VIS4

3D Secure: Visa: 305 Secured OK

Original Amaunt; 12.00
| Raw Result
TN 1D | Date | Time | Type | Status | Arnount |
< J e
| PRaw Subtsn Result | TOTAL Captured So Far: 0.00
Total Applied So Far: 0.00
Required Amount: 0.00
FINALEZE: (0.00
I+l anual Refresh J [/] Final Operation [cloze order)

[vlanual Refresh - Force update l Apply | I Cancel J

Example , capture on website regime.

With a web order where there is on website capture, a captured amount will generally be
higher than applied amount. In this case make sure the difference is inputted as a -ve

then finalise. e.g.
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Payment:  VISA

***** 111
3D Secure: Visa: 3DS Secured OK
Original Amaunt; 18.05
| Raw Resul
T#N 1D | Date | Time | Type | Status | Amourt |

f19bdda1b51ab2edif2  24.6.24  2:52:12P1 CAPTURE $18.05

< J ™
| Raw Subten Result | TOTAL Captured So Far: 18.05
Total Applied So Far: 0.00
Required Amount: (0.00
BEFUND: -180%

@ Final Operation [close order)

[ Manual Refrech | .
[ Apply ][ Cancel |

Il anual Refresh - Force update
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